


Conducting 
Risk  
Assessments

Module

02

A toolkit developed by defenders for defenders to support their work in 
upholding environmental rights

Environmental Human Rights Defenders (EHRDs) Toolkit

Module 3

Module 1

Module 4

Module 5

Module 2



Image credit: Generated on Midjourney by Deepesh Sangtani

Prompts: environment, defenders, women, climate safety, artistic, conceptual



Module 2
Conducting Risk Assessments4

Environmental Human Rights Defenders 
(EHRDs) Toolkit

It is an unfortunate reality that people in certain fields are experiencing more grave threats and 
greater risks due to the nature of what they do. This section will talk about the reason why people 
working on human rights issues encounter significantly more danger in their daily work. It will also 
be talking about ways to assess risks, and how to come up with plans to strengthen personal and 
organizational security. 

Why do EHRDs face  
risks and threats?

As mentioned in the introduction of this mod-
ule, some people are more exposed to risks 
and threats. In the context of this manual, the 
focus is placed on the risks and threats faced by 
Environmental Human Rights Defenders (EHRDs). 

EHRDs are “individuals and groups who, in 
their personal or professional capacity and in a 
peaceful manner, strive to protect and promote 
human rights relating to the environment, in-
cluding water, air, land, flora and fauna.”1 Those 
characterized as EHRDs also include people 
who are not in the field of environmental pro-
tection by profession, such as journalists and 
lawyers. 

Due to the ever-increasing demand for natural 
resources globally, the environment is put to a 
strain like never before and thus is becoming the 
new frontline for what is essentially our human 
rights and our future. Extraction, exploitation, and 
devastation of the environment have  increased 
at a staggering rate. This is brought by both 
state actors such as government agencies, as 
well as non-state actors such as multinational 
corporations (MNCs), transnational corporations 
(TNCs), national and local big businesses, and 
armed groups. 

EHRDs protect the environment from exploita-
tion and promote and protect the right to a 
healthy environment. EHRDs generally support 
sustainable development that is just and is in 
compliance with environmental laws.

EHRDs are often branded as “anti-develop-
ment” or “unpatriotic” for speaking against ex-
tractive, illegal and exploitative projects which 
result in environmental harm, proposed by the 
government and their partner corporations. In 
some cases, EHRDs may be targeted as “ene-
mies of the state” and may even be at risk of 
assassination or forced exile.

EHRDs of marginalized identities (Indigenous 
peoples, ethnic minorities, women, people with 
disabilities, children and youth, etc.) are system-
ically excluded from the decision making and 
planning of development or extractive projects 
even though they, more often than not, reside in 
affected areas. Intersecting forms of discrimina-
tion — against women in Indigenous commu-
nities, for instance — put them at heightened 
risk of exclusion and attacks. Aside from this, 
many EHRDs have access to fewer resources 
compared to State and non-state actors — this 
comparative lack of resources makes it more 
difficult for them to fight back against exploit-
ative projects.
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Why is  
security  
important to 
EHRDs?

EHRDs are at the forefront of the collective de-
fense and promotion of our land, environmental, 
and fundamental human rights. EHRDs expose 
violations of environmental rights by State and 
non-state actors and oppose such violations by, 
for example, launching campaigns.

EHRDs seeking to protect the environment, 
as previously mentioned, are often silenced by 
the government and by corporations, as State 
and non-state actors may seek financial and/or 
political gain from the exploitative development 
projects that they are launching.

While EHRDs are afforded some protection un-
der international law, they nevertheless remain 
vulnerable to extra judicial harassment, threats 
and violence. It is not uncommon, therefore, for 
state forces to target defenders, in protection of 
exploitative projects (and their profit). The securi-
ty of EHRDs working in remote areas is especially 
precarious because they are harder to reach 
for support in the event that something does 
happen. 
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Global Witness 
reported that over 
200 land and 
environmental 
defenders were killed 
in 2020 and 2019, 
averaging over four 
people per week

Context  
and current 
conditions

Definitions

Possible sources of risk

Threat actors

Risks
Global Witness reported that over 200 land 

and environmental defenders were killed in 
2020 and 2019, averaging over four people 
per week — its highest numbers on record thus 
far. Other lethal attacks on EHRDs, like arrests and 
smear campaigns, have been on the rise as 
well. Documentation from Mexico, Colombia, 
India and the Philippines showed increasingly 
concerning threats to the safety of defenders 
in these areas. Industries often linked to such 
threats are logging, agribusiness, hydropower 
and mining. Furthermore, since numerous land 
conflicts and resource extraction activities in-
volve areas where Indigenous communities live, 
these groups are disproportionately vulnerable 
to attacks.2 

Due to the security of EHRDs often being un-
der threat, plans must be in place to mitigate 
risks and threats. These plans are dependent on 
what the situation in the local area is; there is no 
be-all, end-all, security plan as we all have dif-
ferent needs depending on our current situation. 

What EHRDs do, as peaceful advocates of 
the environment and the rights of communities 
to a healthy environment, inevitably challeng-
es the interests of influential actors, and that 
can expose them to risks and threats. Risks are, 
quite simply, any potential harm that a person 
is exposed to. Risks can be a direct result of a 
threat. They are also heavily dependent on the 
political context and landscape at the time. 

Having established how dynamic risks can be, 
it is no surprise that they occur in many possi-
ble ways. Risks could range from personal stress 
and trauma from harassment, data breaches 
of important information, to even injury and loss 
of life. 

Potential sources of risk can come from dif-
ferent factors, such as the lack of legal protec-
tion, lack of law enforcement, impunity, work 
being undertaken in rural areas without access 
to proper healthcare or different threat actors. 

Threat actors are powerful actors, such as gov-
ernment agencies, MNCs, big businesses, and 
security services.
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Importance of risk management

Risk assessment and management should not 
be seen as selfish acts, but rather as tools that 
allow EHRDs to continue their work in defending 
environmental and human rights.

Effectively assessing and managing risks re-
quires a clear perception of the potential threats 
in a given situation. Different or distorted percep-
tions can hinder EHRDs from managing risks, and 
likewise, from doing their work effectively. There 
may be threats that are apparent to some but 
are unrecognized by others. There is also a need 

to distinguish genuine, recognized threats from 
unfounded fears.

If EHRDs more accurately perceive threats and 
more effectively manage risks, then they will not 
only be able to ensure security for themselves 
and their organizations, but they will also be able 
to sustain the work they do in upholding and 
defending environmental and human rights. 
The following sections will discuss how to quantify 
and assess risks.

There are many ways to 
assess and quantify risk, and 
one such method is through 
the use of the risk formula. A 
few terms must first be defined 
to better understand the giv-
en formula. Definitions given 
by EarthRights International’s 
facilitation toolkit3 will be used 
to define the following terms.

Threats are things that may 
cause harm in multiple ways, 
be it physical, digital, psycho-
social, or financial. A more in-
depth look at threats will be 
done in a later section. 

3 EarthRights International. (n.d.). Security and Protection of Earth 
Rights Defenders: Facilitation Toolkit.

Image 2.1: Risk Formula equation3

The Risk Formula
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Vulnerabilities can be likened to the weak-
nesses of a particular EHRD, based on personal 
factors, circumstances, and identities. Vulnera-
bilities can also be found in multiple aspects of 
a defender’s environment. Vulnerabilities may 
increase the likelihood of a particular EHRD be-
ing targeted by a specific threat, or worsen the 
impact such a threat may have. Not knowing the 
legal system of the area where work is carried 
out is an example of a vulnerability. Working with-
out a proper support group could also be con-
sidered a vulnerability, as proper support could 
lead to better work practices. Long-held beliefs 
surrounding particular matters can also prove to 
be a vulnerability, such as a community’s beliefs 
surrounding LGBT rights, reproductive health is-
sues, or the separation of organized religion and 
state. The beliefs held by the community could 
be a vulnerability if the majority do not agree or 
support the defenders’ beliefs.

Lastly, capacities are the strengths that de-
fenders have. Capacities can mitigate the risk 
posed by threats and amplified by vulnerabilities. 
Examples of capacities include having a solid 
grasp of the legal system of one’s area, having 
access to safe and accessible communication 
and/or transportation, and having strategies for 
taking care of one’s physical and mental health, 
to deal with any stress associated with being an 
EHRD. 

An important matter to consider, though, is that 
risk is dynamic because of the fickle changes with 
the degree of threats and types of vulnerabilities. 
Sometimes, it may not be enough to adjust and 
grow capacities because of the amount of time 
and resources that it takes to do so. 

Reducing threats and vulnerabilities as well as 
enhancing capacities, is the general idea for 
better handling risks. Threats, meanwhile, are 
harder to reduce as there are cases wherein 
the sources of threat are likely to go unscathed. 
The next focus should then be identifying risks and 
through various risk assessment methods/tools.
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We can summarize the Risk Formula with the following:  

There is a greater risk when the threats and 
vulnerabilities outweigh the capacities of the 
defender. To put it another way, risk can be 
reduced by having more and better capacities to 
sufficiently handle and get through situations. 
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Risk Assessment Tools

1

2

3

Identifying all potential 
threats during work

Identifying strengths (capacities) 
and weaknesses (vulnerabilities)

Assessing the risk level

This point deals with what you are afraid to happen to you as a defender 
when you are doing your work. Make a list of things that could pose threats and 
bring you harm. Consider colleagues, family, and community, as groups that 
are potentially affected by threats posed to you. 

This is all about asking what assets you have or are available to you, that  
protect you from harm and from other factors that make you more prone to 
danger. List down everything in relation to potential threats and group them 
suitably. 

As stated by the Risk Formula, the amount of risk is dependent on threats,  
vulnerabilities, and capacities surrounding a human rights defender. Alongside 
these, a threat’s likelihood and impact should be taken into consideration, so 
that proper attention and resources can be directed towards it.

Likelihood refers to how possible it is for a threat to take place. Likelihood 
depends on the context of the situation and is different for every threat. The 
possibility of getting arrested is higher during a protest as compared to working 
in an office. Another example could be the likelihood of two different threats 
varying, such as the likelihood of being arrested and the likelihood of having 
data stolen. 

Impact, meanwhile, is about the level of harm present if the threat were to 
actually occur. The harm may be directed towards you or the people around 
you, and could even be directed to information and assets that you have. 

Since risks and threats are not always exact, it could help to use categories 
like Low, Medium, or High, to assess the severity of the threat. Threats with high 
likelihood and high impact should be prioritized first. There is also the concept 
of acceptable risk which will be discussed in a later section.
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4

6 7

5

Considering the impact of 
threats on others

Identifying responses 
to threats by making 
contingency actions

Creating an action plan for 
implementation

Identifying risk mitigation actions to 
reduce vulnerabilities

As EHRDs, you are not alone in carrying your tasks and responsibilities. EHRDs always work with their 
colleagues and they are surrounded by friends and family that may or may not be in the same line of 
work. However, due to the nature of the work, potential threat actors may find information about you 
and your work through the people around you. 

It is important to construct security plans and measures that make sure people in your immediate 
circle are not exposed and vulnerable to threat actors. 

Regardless of how well-planned risk mitigation 
actions are, the situation on the field will not al-
ways be smooth. Contingency actions should be 
prepared as well, so EHRDs have an appropriate 
response to the situation should a threat actually 
occur. 

In contrast to risk mitigation actions that are 
prepared prior to a threat occurring, contingency 
measures are for when the threat has occurred. 
These are not for changing the likelihood and 
impact of a threat, but rather for controlling the 
risk posed by the threat. 

The challenge that comes after identifying risks 
and coming up with the appropriate mitigation 
and contingency plans, is their execution. An 
action plan for implementation with specific as-
signments to people, groups, and schedules, will 
ensure that a proper and smooth implemen-
tation will be carried out. Ensuring security and 
carrying out action plans are a process and it is 
inevitable for some steps in the plan to depend 
on the previous steps, as well as the behavior 
of the people carrying out the plans. It must be 
stated that a security plan is only as strong as the 
weakest link in it. Make sure to instruct every mem-
ber in your organization to diligently follow security 
protocols. Monitoring of threats and changing 
circumstances is essential. Monitoring could be 
done through various ways, such as access to 
physical documents, as well as information stored 
digitally. 

As mentioned earlier, threats are not under an EHRD’s control. However, capacities and vulnerabilities 
are areas that EHRDs have an extent of control over. 

The overall goal is to increase capacities and reduce vulnerabilities. Risk mitigation is about actively 
constructing preventative measures to reduce the level of risk at a particular threat. Multiple actions 
may be considered, but make sure to discuss them with your colleagues to make sure they are the 
most appropriate and effective measures for the threats at hand. Some mitigation measures could 
become permanent and then turn into capacities. As an example, having a way to pass information 
safely is a risk mitigation action that could become a capacity, as long as the system is maintained 
and updated. 
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Acceptable Risk and Alternatives

Assessment of risks, vulnerabilities, and capacities

As mentioned earlier, the combination of a 
threat’s likelihood and impact should be con-
sidered before taking action. In line with this, a 
level of acceptable risk should be set so that 
EHRDs can decide whether or not to proceed 
with plans surrounding a particular situation. 
It should be noted, though, that the level of 
acceptable risk varies from person to person 
and from organization to organization. Never 
assume that the risk one person is willing to take 
is the same as for another person. 

It is immensely important to have a set level 
of acceptable risk. It is fully understandable that 
you would want to carry out your work regardless 
of the present risks, but it has to be noted that 
continuing the work safely at another time would 
be more beneficial in the long term for you, your 
organization, and the people you are working 
with. Encountering and suffering harm from reck-
lessly pushing through despite the given risks, 
impact not just you, but everyone around you.

Now that the intricacies of risk have been discussed, we will take a look at how the concepts men-
tioned relate to the various risk assessment tools to be discussed. 

Start with the assessment of risks, vulnerabilities, and capacities. This can be looked at as a tabular 
form of the Risk Formula.

In making this table, it is crucial to consider 
vulnerabilities and capacities that are related 
to a particular risk. An example would be one’s 
knowledge of the law being useless in the case 
of an abduction, as an abduction is outside 
the law to begin with. Therefore, make sure to 
take the time to thoroughly align risks, vulner-
abilities, and capacities. Vulnerabilities are a 
lack of capacities, which in turn makes it so 

that an increase in capacity is a decrease in 
vulnerability. 

It should also be noted that the table should 
be updated should there be changes in any of 
the categories listed. There may be an increase 
in either vulnerabilities or capacities, and it is 
important to take note of those to make sure 
that risks are properly mitigated.

Risks Vulnerabilities Capacities Existing Capacities  
Required

Abduction Living alone
Good security at home, 

fence, alarm, camera
Guard dog

Trusted neighbors to keep a 
lookout

Other places for shelter in 
times of danger

Table 2.1: Risks, Vulnerabilities, and Capacities
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* Note that this is an example, and that this might actually 
be a liability or not apply in all contexts. 

The following is a general checklist of different categories of capacities which could be helpful  
when filling out the assessment table above:

Category Capacities

Knowledge

• On risks and threats you face

• On your legal rights and of local laws

• On your community, culture, and political system

• On how to deal with stress and health issues

Contacts

• Supportive local community

• Large group of people to quickly mobilize

• Human rights organizations, media, influential/public figures

• Contacts in the government, police, health, and other key sectors* 

• Contacts in Embassies which have specific guidelines for protection of 
EHRDs (European Union and Norwegian Embassies)

• Regional and international human rights organizations

Planning

• Security plans for everyday risks

• Contingency plans for ‘worst case situations’ and various threats and risks

• Clear roles and responsibilities for security

• Mainstreaming security in work plans

• Regular review and revision of security plans

Organization / 
Office

• Good public reputation

• Substantial physical security (gates, locks, secure doors and windows, 
good lighting)

• Clear organizational mandate (for easy explanation)

• IT security (firewall, antivirus and malware protection, password manage-
ment systems, encrypted files both offline and online)

• Visitor policy for preventing unauthorized access

Other

• Personal behavior

• Supportive family

• Access to a safe house if required

• Safe transport

• Financial resources

• Health insurance

• Ability to manage stress
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Assessing the risk levels in a situation becomes 
more challenging when EHRDs have been liv-
ing in risky conditions for an extended period of 
time. Additionally, when the situation worsens, 
it may not be evident at which stage action 
should be taken to avoid harm. 

For this, the Risk Matrix can be used. It makes 
planning easier so time is not wasted on risks that 
are unlikely to happen or risks with little harm. To 
use this, we will revisit the concepts of likelihood/
probability and impact.

It must first be noted, though, that the assess-
ments for both probability and impact are highly 
subjective. A thorough look at past events will 
give a clue about the probability factors, and 
the level of impact should be assessed based 
on the possible damage to yourself as well as 
your organization. When assessing impact, it is 
crucial to remember the concept of accept-
able risk, as some groups (women, minority, 
LGBT, etc.) are considerably more vulnerable 
in some situations. 

We will use the colors red, yellow, and green in 
understanding the Risk Matrix. In general, green 
cells have the lowest impact and the lowest 
probability. Conversely, the red cells have the 
highest impact and highest probability, which 
means they are the most dangerous/harmful 
and they are also the most likely to occur at a 
given time. 

For the green cells (low impact, low probabil-
ity), normal security measures can be used as 
these could be considered acceptable risks. 

Action plans should be produced for risks that 
are in the middle of the matrix (yellow cells: 

medium to high impact, medium to high prob-
ability). These action plans should aim to reduce 
the probability, or the impact of risks, or both. 
Medium-level risks typically require both a plan 
for mitigation measures, and a plan for contin-
gency measures (that are reactive). The same 
goes for extreme risks (red-coloured).

Lastly, for the red cells (risks with highest impact 
and highest probability), an action plan and a 
contingency plan should be made. Recalling 
from the previous sections, contingency plans 
are made for handling threats/risks that have 
already happened, and are used to reduce the 
impact to the individual and/or the organization. 

Impact

5 Very High

4 High

3 Medium

2 Low

1 Very Low

1 Very Low 2 Low 3 Medium 4 High 5 Very High

Probability
Image 2.2: Risk Matrix 
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Force Field Analysis is a visual tool used for the 
identification of forces that could be helping or 
hindering the completion of target objectives. 
It uses the concepts of supporting and resist-

ing forces, where risks could be represented by 
resisting forces and capacities could be repre-
sented by supporting forces.6

To start, draw a horizontal arrow pointing to a 
box. This represents you working toward a target 
or a work objective. Write a brief summary of 
the objective in the box, and use it as a way 
to identify supporting and resisting forces that 
surround you on your way to completing your 
objective. 

Supporting forces have arrows facing the 
same direction as you, while resisting forces 

have arrows facing the opposite. There is also 
a box for forces with unknown directions. 

These forces could be supporting or resisting, 
but that will depend on what happens after 
continuous monitoring. 

For a more concrete example, we will use 
Protection International’s example from their 
Protection Manual.

Image 2.3: Force Field Analysis for assessment of working environments6

Image 2.34: Stakeholder Analysis6

Force Field Analysis

6 Eguren, E. & Caraj, M. (2009). New Protection Manual for Human 
Rights Defenders. Protection International. 
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Also known as Actor/Stakeholder Analysis, this 
tool is an important way of increasing available 
information in decision-making concerning pro-
tection. It concerns itself with the identification 
and description of different actors/stakeholders 
that are involved in a situation, and assesses 
them based on their known characteristics and 
interests. A stakeholder is any person, group, or 
organization that has a stake or interest in the 
situation or issue. 

There are different types of stakeholders in a 
stakeholder analysis:6

Primary stakeholders are the defenders 
themselves, as well as their colleagues and the 
associated sector that they work for. They have a 
primary stake in matters of their own protection. 

Duty-bearer stakeholders, meanwhile, are 
the ones responsible for the protection of pri-
mary stakeholders. Some examples could be 
government and state institutions, international 
bodies with mandates for protection, and to 
some extent opposition armed actors as they 
must refrain from attacking the defenders. 

Key stakeholders are actors who can sig-
nificantly influence the protection of defend-
ers. These actors may be influential by having 
political clout that could put pressure on du-
ty-bearing stakeholders that are not doing their 
jobs. Examples of these could be United Na-
tions agencies, the International Committee 
of the Red Cross, and other non-governmen-
tal organizations (NGOs). Conversely, other key 
stakeholders may also be involved in pressuring 
and attacking the defenders. These could be in 
the form of mass media, private corporations, 
private militaries, and other NGOs. 

6 Eguren, E. & Caraj, M. (2009). New Protection Manual for Human 
Rights Defenders. Protection International. 
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The Four 
Steps of a 
Stakeholder 
Analysis

1

2

3

4

Identifying the wider protection 
issue (i.e., the security situation of 
defenders in a particular region 
in a country).

Identifying who the stakeholders 
(institutions, groups, individuals) 
are that are relevant to the protec-
tion issue via brainstorming and 
discussion with your colleagues.

Analyzing the stakeholders’ char-
acteristics and particular attrib-
utes, such as responsibilities in 
protection, the power to influence 
the protection situation, aims, 
strategies, legitimacy and inter-
ests.

Investigating and analyzing rela-
tionships between stakeholders. 

After conducting these four steps, place the 
relevant stakeholders in a matrix similar to what’s 
shown below. Analyze the attributes of each 
stakeholder (aims, interests, etc.). Fill in the box-
es in the diagonal line where each stakeholder 
intersects with itself.6 



A Matrix System for 
Stakeholder Analysis6 

BOX A BOX B

For each stakeholder:

• aims and interests

• strategies

Interrelationship between stakeholders:

Interrelationship in relation to the protection 
issue and in relation to strategic issues for 
both stakeholders.

• legitimacy

• power

Place the aims, interests, and strategies of armed opposition groups in the box “A”.

Analyze the relationships between stakeholders, fill in the boxes that define the most important rela-
tionships in relation to the protection issue, for example, the one which intersects between the army 
and the United Nations High Commissioner for Refugees (UNHCR), in box “B”, and so on.

Government Army Police
Armed  

Opposition 
Group

National 
Human Rights 

NGOs
Churches

Other  
governments

UN Agencies
International 

NGOs

Government (stakeholder)

Army (stakeholder) B

Police (stakeholder)

Armed  
Opposition 

Group
A

National 
Human Rights 

NGOs
(stakeholder)

Churches (stakeholder)

Other  
governments

(stakeholder)

UN Agencies (stakeholder)

International 
NGOs

(stakeholder)

6 Eguren, E. & Caraj, M. (2009). New Protection Manual for Human 
Rights Defenders. Protection International. 
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Threats
Definitions

Threat analysis 

Threats refer to the possibility of causing harm 
to a defender. More specifically, threats can be 
damaging to an EHRD’s work and their securi-
ty, whether it be digital, economic, physical, 
psychosocial, or another type. An example of 
a threat is strict censorship laws because they 
can put EHRDs at risk of criminalization when, 
for instance, defenders expose unsustainable 
business practices on social media. 

 
Threat responses vary from person to person 

and from organization to organization. Before 
proceeding to the security response to threats, 
we should remember that being targeted by 
a threat is a shocking experience that may 
cause trauma. Analyzing a threat properly en-
sures that the response is appropriate and would 
not cause any more harm to the one being 
targeted.

A tool that may help us identify threats is a sit-
uational analysis through the PESTLE framework. 
Being aware of key developments in our politi-
cal, economic, social, technological, legal, and 
environmental conditions (the acronym comes 
from the initial letters) can give us a clearer pic-
ture of how changes to our external surroundings 
can impose threats to our work and security. It is 
also important to note our sources of information 
in a PESTLE analysis to create a more accurate 
perception of the threats we face.7 Below are 
examples of questions that may be helpful to 
ask while using this framework. 

Political factors

Economic factors

Social factors

• What is the type of government in the coun-
tries we work in? 

• Are there any rising figures in politics that 
have a history of being opposed to the work 
of activists, or more specifically, EHRDs?

• How active are NHRIs in collaborating with 
and protecting EHRDs in the countries we 
work in? Can they provide us support in the 
event that we are attacked?

• How might a possible economic downturn 
affect the wellbeing of the people in our 
organization and its partner community?

• Do we have the resources to provide sup-
port to EHRDs in the event that threats ma-
terialize? (E.g. if they are displaced by a 
typhoon while on the field.)

• Are we part of any groups (e.g. women, 
ethnic minorities) that are especially vulner-
able or disproportionately targeted by the 
government, business sector, etc.?

• What are the cultural norms (e.g. patriarchal 
society) of the places we work and how 
might these affect our work?
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Tactical Technology Collective’s Strate-
gy Manual for Human Rights Defenders7 
provides a comprehensive guide to pre-
paring for threats, exploring them and 
their potential impacts, strategizing our 
responses to them, and acting on these 
security tactics to overcome them. 

This manual is recommended for fur-
ther reading on effective security prac-
tices for EHRDs, including how to effi-
ciently do a PESTLE analysis, amidst a 
wide array of threats. 

Technological factors

Legal factors

Environmental factors

• Are there new forms of government sur-
veillance that might threaten our digital 
privacy?

• Is hacking of digital devices of EHRD organi-
zations or other advocacy groups common 
in the area?

• What are the implications of censorship laws 
on our security as defenders?

• On what charges are EHRDs in the area usu-
ally arrested ? What are the patterns of trial 
outcomes involving detained EHRDs? Can 
these patterns make us more vulnerable to 
criminalization considering our field of work?

• How would natural disasters affect our ac-
cess to the internet and electricity?

• Are the roads and infrastructure in the areas 
we work stable enough for us to efficiently 
do our job?

Analyzing a threat properly ensures that the 
response is appropriate and would not cause 

any more harm to the one being targeted.
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Monitoring 
threats

Perception and 
response to threats

Threats are alarming, but to maintain a level 
of alert for an extended amount of time can 
pose problems like disinterest or losing focus in 
maintaining security protocols. Raising alarm for 
the whole organization should only follow the 
confirmation of reliable evidence of an emerg-
ing threat. 

Threats that do not materialize should be taken 
note of. Explanations as to why it did not mate-
rialize must be made and depending on the 
conditions surrounding it, the threat value may 
be brought down to a lower priority or it could 
even be closed altogether. At the same time, it 
should also be considered what may cause the 
threat to rise again in the future. 

As mentioned earlier, threats are shocking ex-
periences that could lead to trauma. The trauma 
developed could potentially warp threat per-
ception, and in turn warp the responses done 
to address threats. 

Unfounded fears arise from sensitivity to things 
that remind a person of their past traumatic ex-
periences. Harmless situations seem more daunt-
ing than they really are, and danger is perceived 
even though there is objectively nothing to fear 
for. This then brings out reactions that are unsuit-
able for the situation at hand, and it can lead 
to a negative impact for the person, the people 
around them, and the organization they are in. 

Unrecognized threats could also be exacer-
bated by previous traumatic experiences. After 
a prolonged exposure to risks and threats, a per-
son’s internal alarm systems may be thrown off, 
which could lead to an overall lack of awareness 
surrounding potential threats.

As mentioned earlier, 
threats are shocking 

experiences that could 
lead to trauma.

The trauma developed 
could potentially warp 

threat perception, 
and in turn warp the 

responses done to 
address threats. 
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Security
Introduction

Physical security

Generally speaking, security could be defined 
as freedom from the real or potential harm of 
threats. All the tools and methods so far are 
part of protection; the plans and prevention 
schemes to enhance security. 

This section will be primarily divided into two 
categories: physical and digital. Physical secu-
rity will focus more on how to secure yourself, 

your home, your office, and the people around 
you. Digital security will focus more on what you 
can do to secure information stored digitally 
and online, especially now that we are at a 
time where everyone and everything could be 
digitally connected. The topic of psychosocial 
security and wellbeing is tackled in Module 2.5.

Physical security is concerned with finding vul-
nerabilities concerning the spaces you occupy 
and taking appropriate measures to address 
the issues and threats of damage, unauthorized 
access, physical harm to occupants, etc. in 
such spaces. 

 
Physical security can be looked at in multiple 

categories: personal, home, and office. The 
goal here is to prevent unauthorized access. Per-
sonal health and safety greatly impacts security 
through things like awareness of surroundings, 
decision making, and burnout.

The following are recommendations from the Workbook on Security:4

“This checklist is not intended to be a blueprint for security. Your own context is the key determining 
factor. Consider the risks and threats you face, and any vulnerabilities you have in order to supple-
ment and personalize this list.”4 
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Recommendations Checklist  
for Home Security

General

• Using best protection measures available and common 
in the community you belong in (security cameras, locks, 
gates, sufficient lighting)

• Have an easy-to-access list of emergency numbers for 
quick contacting, including international networks and 
organizations that can provide support

Health and Safety

•  Fire alarms, fire extinguishers, first aid kits

• Having separate entrance and emergency exits 

• Safety of parking areas

People and Reception

• Inform family to not accept unexpected packages

• Get to know your neighbors so they can then alert you of 
any suspicious activity in the area

Communication

• Have a discussion with your family regarding the risks 
surrounding you and have plans ready for certain cases

• Partner — It is up to you the extent of how much you will 
tell your partner. Consider what is best for your situation 
and how to navigate threats so that your partner remains 
safe

• Children — Consider what you can tell and how you will 
explain the risks surrounding you. Instruct them to not 
talk to strangers and not give away personal information

• Teachers — Have a good relationship with the school 
faculty and staff. Notify them that only authorized people 
can fetch your children from school. 

• Consider having code phrases

Data and Documents
• Avoid leaving sensitive documentation at home

• Avoid taking home work with sensitive content



Module 2 
Conducting Risk Assessments 25

Environmental Human Rights Defenders 
(EHRDs) Toolkit

Recommendations Checklist  
for Office Security

Emergency  
Contacts

• Have an easy-to-access and updated list of contacts for local NGOs, 
hospitals, lawyers, and other sources of emergency assistance

Technical  
and Physical  
Boundaries

• Maintain the condition of external gates/fences, doors and windows, 
as well as the walls and roofs

• Maintain the condition of lighting, alarms, and cameras

• Review key procedures and storage areas

Office Personnel

• Ensure that only trustworthy people are hired

• Train all personnel on relevant security plans

• Have a plan in case of a raid

• Consider operating on a ‘need-to-know’ basis regarding sensitive 
work

• Get to know if the staff have problems (financially or other pressures), 
as disgruntled staff can be more vulnerable to external pressure 

• Change protocols whenever a position is vacated 

Visitor Admission  
Procedures

• Are admission procedures in operation for all types of visitors? Make 
sure all the staff are familiar with these procedures

• Consult with the staff members executing admission procedures if 
the set protocols are efficient

• Make plans for handling unexpected parcel arrivals

• Note down the names of visitors that arrive in the office

Information  
Security

• Carry out proper backup procedures for data storage

• Make sure to not leave any sensitive information lying around on 
easily visible places

• Have a system for recording and filing confidential information

Security in Case  
of Accidents

• Check the conditions of fire extinguishers, gas pipes, water taps, elec-
tricity lines and fuse boxes, etc.

Responsibility 
and Training

• Have assignments for various aspects of office security

• Conduct a security training program and review it often
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Digital 
Security

In this information age, data is the most valua-
ble asset. Unfortunately, gaps exist in access and 
capacities surrounding information technology; 
and these affect the work of EHRDs too. 

Since these threats are not tangible, unlike 
those in physical security, they can sometimes 
be more difficult to notice, track, and solve. 
It is thus important to develop and maintain 
your digital literacy. EarthRights International has 
identified six forms of digital threats, namely:3

Malware — software that intends to infringe on, 
steal and/or destroy content stored in a device 
or online account without the owner’s author-
ization

Phishing — employing deception to retrieve 
personal information and is often sent to one’s 
email or phone

Trojan attack — clickable links that download 
or install malware into one’s device

Spyware — software that allows the attacker 
to keep the device or account owner under 
surveillance without their knowledge

Monitoring of social media profiles — close 
observation of social media profiles to obtain 
information (e.g. location, contact details)

Online harassment and smear campaigns — 
badgering from anonymous individuals online to 
intimidate defenders and, sometimes, spread 
false information about them

The following is a checklist of digital security 
checkpoints provided by Security in a Box to 
get you started with proper digital security:8
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Digital Security Pointers

Passwords

• Create and maintain strong passwords

 ០ Avoid using personal information

 ០ Avoid reusing passwords 

 ០ Use longer passwords with a varying mix of symbols, numbers, 
and capitalized and non-capitalized letters

 ០ Regularly change passwords 

 ០ Do not share passwords to others

 ០ Be careful when typing your password in public

 ០ Use Two Factor Authentication when logging in, which ensures 
that only you have access to your account; this can be in the form 
of a verification code sent to your mobile number, face or finger-
print ID, security question, etc., after you input your username and 
password

Communication

• Protect the privacy of your online communication

 ០ Create multiple disposable accounts

 ០ Encrypt messages and delete message history whenever possible

 ០ Ensure mic/camera are off by default on video calls

 ០ Remove identifying information from files

• Protect yourself and your data when using social media

 ០ Avoid linking multiple addresses and numbers to the same ac-
count

 ០ Avoid sharing personal information on social media

 ០ Limit the people who can view and have access to your social me-
dia accounts and activity

Phones and  
Computers

• Protect against physical threats

 ០ Make an inventory of your devices

 ០ Create office access policies and arrange rooms for increased 
privacy and security

 ០ Keep your devices close to you at all times

 ០ Avoid unnecessary connections to your network

 ០ Secure your wifi network by changing its name, creating a guest 
wifi account, and storing network equipment in secure rooms
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Phones and  
Computers

 ០ Dispose of sensitive information properly

 ០ Consider getting Uninterruptible Power Supplies to prevent acci-
dents and power outages

• Protect against malware

 ០ Beware of suspicious links

 ០ Install a reliable anti-malware software 

 ០ Encrypt sensitive information and backup files

• Protecting mobile devices 

 ០ Update to the latest Operating System available

 ០ Download apps only from reliable sources

 ០ Review app permissions and privacy settings 

 ០ Separate and secure user accounts 

 ០ Set your screen to sleep and lock, and control visible notifications 
when device is locked

 ០ Turn off WiFi, Bluetooth, etc. when not in use

 ០ Use a physical privacy filter to prevent others from seeing your 
screen or camera

Internet  
Connection

• Visiting blocked sites

 ០ Use a VPN to spoof access location (ensure that VPNs are legal in 
your area beforehand)

 ០ Use Tor Browser and DuckDuckGo to browse safely on the Inter-
net

Files

• Protect your sensitive information

 ០ Delete old data instead of storing it

 ០ Encrypt your files and devices

 ០ Use a system of code words

 ០ Backup your files

• Back up and recover from information loss

 ០ Identify and organize your information to be backed up

 ០ Have multiple copies of your information stored in different places

• Destroy sensitive information 

 ០ Regularly erase sensitive information from your device

 ០ Encrypt sensitive information before erasing them
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Formulating a security plan

Way Forward

To synthesize all the risk assessment tools, 
threat monitoring tools, and security checklists, 
we will now discuss how to come up with a se-
curity plan. Security is dynamic and complex; 
it changes quickly and it is a result of many 
interacting variables. Security plans must also 
be implemented in many levels: personal/indi-
vidual, and organizational. 

The goal of a security plan is to reduce risk. To 
do this, it must attempt to reduce both threat 
levels and vulnerabilities, as well as have a way 
to add and improve to your capabilities. Security 
plans should consider day-to-day policies, and 
protocols for handling specific scenarios. 

A security plan should have the following:5

• Context analysis

• Threat analysis

• Risk assessment

• Security protocols and planning

• Mitigation and contingency measures

• Implementation and review

Security plans should 
consider day-to-
day policies, and 
protocols for handling 
specific scenarios.
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Most of these have been discussed in the earli-
er sections of this module so the focus now would 
be on conducting a context analysis. Context 
analyses aim to highlight different aspects of 
insecurity present and help your understanding 
of your own and your organization’s current ca-
pacity in relation to security. It is recommended 
to do this during your organization’s planning 
period, or when security factors are about to 
change. Conducting a context analysis can 
be done using a variety of guiding questions, 
or through a Strengths-Weaknesses-Opportuni-
ties-Threats (SWOT) analysis. 

The following questions are from the Work-
book on Security:5

1. What are the key issues which impact hu-
man rights in the country? (Consider polit-
ical, economic, and social issues)

2. Who are the main actors on these key 
issues? (Consider powerful individuals, in-
stitutions, local, national, regional, and in-
ternational organizations, businesses, and 
other states)

3. How might our human rights work nega-
tively or positively affect the interests of 
these key actors — how have they re-
sponded already?

4. When are HRDs most likely to be attacked 
(verbally or physically)? (E.g., prior to or dur-
ing elections, after publishing reports or 
naming key figures publicly, at demon-
strations, anniversaries, high-level visits, 
events, etc.)

A SWOT analysis involves analyzing strengths, 
weaknesses, opportunities, and threats (the 
acronym comes from the initial letters). The 
strengths and weaknesses are ‘internal’ (within 
your organization) and the opportunities and 
threats are from the external environment in your 
region, country or community.

A SWOT analysis can be carried out in relation 
to any situation, but here is an example in re-
lation to security.

To do a SWOT analysis:

1. In a group of colleagues, use a sheet of 
flipchart paper divided into four (as below) 
and brainstorm the items to be included. 
Write up the contributions of everyone.

2. Consider which are the items to be prior-
itized (between three and five) and de-
velop concrete action plans relating to 
these priorities. 

Context analyses aims 
to highlight different 

aspects of insecurity 
present and help your 

understanding of 
your own and your 

organization’s current 
capacity in relation to 

security.
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Sample SWOT Analysis5

Strengths (in relation to security) Weaknesses (in relation to security)

• Committed staff

• Senior staff are experienced in dealing 
with threats

• Some influential contacts in govern-
ment

• Independent media supports our work

• Good contacts with regional and inter-
national human rights organizations

• Knowledge about how to deal with 
threats is not shared in a uniform way

• No security plan for office and activi-
ties

• Poor relationship with Ministry of 
Defence (which is responsible for the 
army)

• Government-controlled media does 
not cover our activities

Opportunities (in relation to security) Threats (to security)

• Other local NGOs working on human 
rights; advocacy; legal issues; and 
psychological support

• European Union Guidelines on HRDs 
— we can approach Embassies to assist 
us

• Army and armed opposition group 
both issue threats to NGOs working 
on human rights

• Potential legislation to control ac-
tivities and funding of human rights 
NGOs
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